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Mercury’s transformative platform is redefining security.

Instructions

Answer each question to see where your current access control system stands. Use the following point values to keep 

track of the score. At the end, you’ll get a recommendation based on your total score.

Point Values A = 4 points B = 3 points C = 2 points D = 1 point

1. How old is your current access control system (hardware and software)?

A. Less than 2 years old
B. 2 to 5 years old 
C. 6 to 9 years old 
D. 10+ years old 

2. Which best describes your access control platform?

A. Open architecture hardware, supports multiple software integrations
B. Open architecture hardware, supports a few software integrations
C. Proprietary/Purpose-Built hardware, supports many software integrations
D. Proprietary/Purpose-Built hardware, supports limited to no software integrations and is completely vendor-locked

3. Can your system support and are you using modern standards like OSDP SC, MQTT or BACnet?

A. Fully supported and in use
B. Limited support and/or partial implementation
C. Only basic and legacy protocols supported
D. Not supported at all

4. Are software updates and patches delivered regularly and easily installed?

A. Yes, seamless and frequent updates
B. Occasionally, but with effort
C. Rare and manual
D. Unsupported or unavailable

5. What’s your level of visibility into your system’s cybersecurity posture?

A. Full visibility with real-time monitoring
B. Some visibility, but limited controls
C. Minimal monitoring tools
D. No visibility or metrics

6. How many 3rd party integrations (software and hardware) and tools does your access control system support?

A. Multiple best-of-breed solutions
B. Many solutions, but limited functionality
C. A few solutions and limited functionality
D. No 3rd party integrations — only what my platform offers natively

7. How easy will it be to add new features in the next 1 – 2 years (e.g., mobile credentials, biometric readers,  
cloud management)?

A. Straightforward
B. Challenging but doable
C. Very challenging, requires major effort workarounds
D. Impossible without rip-and-replace

8. How easily can you upgrade system components (readers, controllers, software) without replacing the entire system?

A. Easily — our system is modular and designed for incremental upgrades
B. Possible, but requires technical work-arounds or vendor support
C. Difficult — most upgrades require significant changes
D. Not possible — upgrades require full system replacement

9. How well does your current system integrate with building systems (e.g., HVAC, elevators, video, fire)?

A. Deep integrations across multiple systems 
B. Some integrations with key systems
C. Basic/physical connections, limited to no integration/automation
D. Stand-alone system — no integrations

10. How would you describe the long-term strategy for your access control technology platform?

A. We have a documented, regularly reviewed roadmap aligned with business and tech goals
B. We’re developing a strategy to guide future upgrades and integrations
C. We’ve discussed modernization but lack a clear technical plan
D. No platform strategy exists — decisions are made reactively

Are You Ready to Modernize 
Your Access Control System?
Determine your system’s maturity and get tailored insights 
on your path to modernization.

MIGRATION READINESS SELF-ASSESSMENT

Results: Migration Readiness Levels

Add up your score to get your migration readiness assessment. 

Point Values A = 4 points B = 3 points C = 2 points D = 1 point

Your Score Your Migration Readiness Level

36 – 40 Points

Modernization Leader

You’ve built an adaptive, secure and open system. Your access control infrastructure is ready 
to scale with new technologies, integrate with other systems and meet future demands.

Next Step: Explore emerging innovations like AI-based threat response, decentralized 
identity or edge analytics.

26 – 35 Points

Strategic Adapter

You’ve taken steps toward modernization, but gaps remain, especially in integration or  
long-term planning.

Next Step: Focus on enhancing interoperability and defining a 3-to-5-year  
modernization roadmap.

16 – 25 Points

At-Risk System

Your system is aging and likely holding back your ability to scale, integrate or secure facilities.

Next Step: Conduct a PACS audit and explore open-architecture solutions that enable 
staged upgrades and reduce vendor lock-in.

10 – 15 Points

Legacy Lock-In

Your system is out of step with current needs and likely poses both operational and  
security risks.

Next Step: Prioritize a migration strategy. Look for “bridge” solutions that allow partial 
modernization without a complete rip-and-replace.

https://www.mercury-security.com/

